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Global Compliance Trends

A Cross-Industry Look at the Evolving Threat and Risk Landscape

Changing Compliance Regulations

With the pace of technological change and the increasing frequency of cyber attacks, global regulators and
policymakers have been enacting or modifying laws to protect sensitive and critical data at the industry,
state, country, and global levels. The EU Global Data Protection Regulation (GDPR) of 2018 became the gold
standard for data protection and user privacy, ushering in a rapid pace of regulatory change that has been
further accelerated by the global COVID-19 pandemic.
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83% 41%
of organizations Growth rate in
had more than one Ransomware
data breach® from 2021 to 2022°

The Evolving Cyber Attack Landscape

The cyber attack landscape continues to accelerate, leveraging sophisticated technologies including machine
learning and artificial intelligence. At least 13% of malicious breaches in 2020 were caused by nation state
attackers, with attacks motivated by financial gain as well as a desire to disrupt and a desire to disrupt
business.® Cybercriminals are increasingly using COVID-19 themes in phishing attacks to more frequently
target major corporations, governments, and critical infrastructure.”

Globally Suffered a Globally Attribute Breaches Involve Security Pros
Data Breach after Increase in Attacks Credentials? Say Attacks More
a Cyberattack™ to COVID-19" Sophisticated

Organizations across industries and government agencies alike continue to face rising costs associated with
cyber attacks, including the loss of business, system downtime, ransomware payout and recovery costs, legal
and audit costs, as well as regulatory fines.

$5.57 Million $14.8 Million 39% Increase $4.54 Million

- Average cost of a - Average Cost of - in GDPR Fines * Average cost of a
breach for organi- Non-Compliance™ in 2020'° ransomware attack,
zations with high -$1.14b / €984.47 not including the cost
levels of compliance million fined of the ransom itself®
failures™ in Q3 2021
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Common Cyber Threats

Credentials are the most sought after type of data in the initial phase of a cyber attack, with threat actors
leveraging this data to move laterally to find data or compromise more systems.' Today’s cyberattacks are
often multi-step: leveraging a stolen credential or phishing attack to then deploy malware.

Malware

Social
Engineering

Many threat actors leverage stolen credentials to
hack target systems, primarily web applications and
mail servers.

Password spraying is a brute-force attack that
uses common passwords against a large number of
accounts to remain undetected.

Credential stuffing leverages breached username/
password combinations.

Malware attacks, including ransomware and
spyware, continue to rise, with a significant uptick
associated with COVID-19.

Ransomware is a growing threat, with over 57% of
victims making payments to recover data or prevent
its exposure.?

Social attacks compromise people into taking an
action that reveals credentials or opens a door for
malware. Common social tactics include phishing
or spear phishing and pretexting.

Man-in-the-middle (MitM) attacks is a form of
eavesdropping to spy, sabotage, or capture data—
particularly credentials.

SIM Swap is when an attacker calls and tricks a
mobile provider into changing a victim’s phone
number to an attacker-controlled SIM card. A 2020
Princeton study found that 17 of 140 major online
services are vulnerable to SIM swapping attacks.?!

Leakware, unlike ransomware attacks that only
encrypt data, also steals sensitive data in plaintext
before it encrypts it. The ransomware actors then
threaten to release the sensitive data to the public
if the victims don’t pay up.

Phishing or spear phishing are acts of sending
and emails to specific and well-researched targets
while purporting to be a trusted sender. The aim is
to either infect devices with malware or convince
victims to hand over their information or money.
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SolarWinds Attack Exposed 18,000 Customers

A Russian cyberattack created a backdoor in SolarWinds’ Orion Software, installing malware to spy on
government and private sector customers including Microsoft, Intel, and the Department of Homeland Security.
It may be years before we realize the extent of this breach.?® Investigations revealed additional vulnerabilities,
including the password “solarwinds123” used to access the development server.?® As a result, the Biden
administration issued an executive order on protecting federal US government networks (EO 14028). This new
order requires agencies, software vendors selling to the US government, and private sector organizations with
access to operational technology to adopt zero trust frameworks, as well as multi-factor authentication and
encryption for data at rest and in flight.?”

Colonial Pipeline Triggers New Regulation

A phishing attack introduced malware that shut down a gas pipeline responsible for 45% of the fuel for the
east coast of the United States. After two days, and with uncertainty over the extent of the attack, CEO Joseph
Blount agreed to pay a $4.4 million ransom.?®

The Department of Homeland Security made rapid moves to enact cybersecurity regulations for the pipeline
industry. The Transportation Security Administration (TSA) announced a new Security Directive that will require
pipeline owners to identify and report on cybersecurity gaps, report on potential and confirmed cybersecurity
incidents, appoint a Cybsersecurity Coordinator 24 hours a day, seven days a week, and report confirmed

or potential cybersecurity incidents.?® Just two months later, a second Security Directive specifically directed
pipeline owners and operators to implement specific mitigation measures against attacks and threats,

to develop and implement a cybersecurity contingency and response plan, and to undergo an annual
cybersecurity architecture review.%°

Cyber Risk and COVID-19

COVID-19 caused significant disruption to organizations around the world, accelerating the digital
transformation toward a remote work economy-whether organizations were ready or not. Such rapid change
introduced risks that are red flags for cyber security, including a blurring between work networks and home/
public networks, as well as business and personal devices. According to the IBM Cost of Data Breach Report
2022, the cost of a data breach was $1.00m higher where remote work was a factor in causing the breach.?’

a1% | 10% @ | 39%

of employees use their devices for of employees lack even a basic PIN of employees expect to continue to
both personal and work activities® lock for their smartphone device®? work from home post-pandemic3*
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Authentication in Today’s
Compliance Landscape

After the passage of the GDPR in 2018, which became the new baseline for many data privacy regulations,
global regulations have been evolving to keep pace in protecting data against increased cyber attacks and
the changing technology landscape. While wide-sweeping regulations take many years to enact, we are more
often seeing narrow laws, amendments, and executive orders attempting to bridge that gap. At the same time,
the private sector has been stepping in to self-regulate with evolving governance and regulatory frameworks.

As the COVID-19 pandemic accelerates the global digital transformation, greater pressure is being placed
on regulators and policymakers to protect the public from the risks associated with this “new normal.” That
pressure is in turn transferred to security teams who must meet the burden of compliance.

Strong two-factor authentication (2FA) and multi-factor authentication (MFA) help eliminate the cyber risk
associated with compromised credentials. Some regulations are beginning to spell out authentication
minimums for access and control while others rely on frameworks to provide guidance. As a security
professional, these are the key regulations to have on your radar.

EU & US Cross-Industry Regulations

CCPA / CPRA

] ] The California Privacy Rights Act (2023) adds
General Data Protection Regulation (2018
2 ( ) to the California Consumer Privacy Act (2020)
» All EU data subjects - All residents of California
+ Consumer data rights + Consumer data rights
+ Data protection by design and default - Data protection by design and default
* 4% of global annual turnover or €20 million - $2,500 per record (not incident) for each
penalty, whichever is higher unintentional violation
+ “Appropriate technical and organizational + “Reasonable security procedures and practices”
measures” to protect and secure data® to protect data®
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These regulations set the highest bar for general data privacy regulations across the EU and US. Following
this trend, the Virginia Consumer Data Protection Act (CDPA) was signed into law on March 2, 2021, coming
into effect on January 1, 2023.3” On July 2, 2021, Colorato passed SB21-190, becoming the third state to pass
wide-sweeping data privacy legislation, coming into effect on July 1, 2023.% Keep a close eye out for other
states approving similar laws in the coming years.

ISO/IEC 27001/2

International Organization for Standards Sarbanes-Oxley Act

Requirements for an information security General advice to keep data “secure” and enforce
management system (ISMS) and toward access controls. However, SOX is based on SOC
certification. ISO 27001 details the requirement 2 (Service Organization Control), which favors
for access controls, while 27002 introduces multi-factor authentication (MFA).

SRTHIEEE IS CRnel s Potential for shifts in audit themes to reflect new

needs (remote work).

*
**4:
*

J enisa EU Cybersecurity Act f'ido elDAS
* *

ALLIANCE
*x ¥

International EU Network and Information Electronic identification, Authentication
Systems Agency (ENISA) Act and Trust Services

Evolves the EU Network and Information Systems Communication level “substantial” requires
Agency (ENISA) to become the EU Agency for 2FA, “high” adds the requirement of tamper-
Cybersecurity, to establish a framework and proof authentication devices and dynamic
oversee assessment. cryptographic schemes.*

ENISA reports previously established 2FA FIDO2 standards provide secure access

as a base standard.®® compliant with elDAS.
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Healthcare

HIPAA Security Rule

The Health Insurance Portability and
Accountability Act

“Reasonable” physical, technical, and
administrative safeguards for data security and
authentication.*!

NIST is preparing to update its HIPAA guidance
for the first time in 10 years.*?

CFR 21 Part 11

Code of Federal Regulations under the
FDA for electronic records

The FDA requires certification that e-signatures in
their systems are legally binding. A 2020 revision
now requires that certification to use 2FA or MFA
in compliance with FIPS 140-2.4

The HIPAA Safe Harbor Bill

HR 7898

This bill was signed into law on January 5, 2021
and is designed to amend the HITECH Act.

The bill requires “recognized security practices,”
further defined as those developed under the
NIST framework. The bill asks regulators to
consider these standards when looking at audits
and fines.

Electronic Prescription for
Controlled Substances

Regulated by the Drug Enforcement Administration
(DEA), the use of mobile devices requires two-
factor authentication (hard token preferred), and
a device compliant with FIPS 140-2.4
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Financial Services

GLB Act / GLBA

PCI DSS

The Payment Card Industry Data
Security Standard

Gramm-Leach-Bliley Act

PCI DSS v3.2 required the use of multi-factor Requires “administrative, technical and physical
authentication to process payments. safeguards” appropriate to the size, complexity,
PCI DSS 4.0 goes further by expanding the EITCI SRS O ECIITES

scope of accounts that require MFA, and In October 2021, the FTC released an update
changing password and MFA policies to align to the “Safeguards Rule” that requires multi-
with updated MFA and InfoSec Guidance.* factor authentication for employee and customer

FFIEC

access to systems.“

Federal Financial Institutions

L . EU Payment Services Directive 2
Examination Council

Clearly articulates guidance stating that single- Designed to produce safer and more innovative
factor authentication is inadequate and that payments services, it mandates “dynamic
multi-factor authentication be considered. linking” which links the payee to the user through

strong authentication.
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rDD U-S. Consumer Financial Protection Bureau:

Consumer Financial Protection Circular 2022-04

The August 11, 2022 Consumer Financial Protection Circular 2022-04 states that inadequate
authentication, password management, or software update policies or practices are likely to cause
substantial injury to consumers that is not reasonably avoidable by consumers, and financial
institutions are unlikely to successfully justify weak data security practices based on countervailing
benefits to consumers or competition.

If a covered person or service provider does not require MFA for its employees or offer multi-factor
authentication as an option for consumers accessing systems and accounts, or has not implemented
a reasonably secure equivalent, it can trigger liability.

MFA solutions that protect against credential phishing, such as those using the Web Authentication
standard supported by web browsers, are especially important.4”
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Energy and Natural Resources

NIST CIP

Critical
Infrastructure
Protection
Standards

007-6

Enforce
authentication for
access controls

005-6

Require MFA for
all remote access
sessions

EO 14028

Executive Order
on “Improving
the Nation’s
Cybersecurity”

SM 1.1

Use multi-factor
authentication that

is impersonation
resistant for all users
and administrators of
EO-critical software.*

TSA Security
Directive

Pipeline
2021-01

First Directive,
May 2021

Requires pipeline
owners to identify
and report on
cybersecurity gaps,
report on potential
and confirmed
cybersecurity
incidents, appoint
a Cybsersecurity
Coordinator 24/7,
and report confirmed
or potential
cybersecurity
incidents.*®

TSA Security
Directive
Pipeline
2021-01

Second Directive,
July 2021

Requires pipeline

owners and operators

to implement
immediate mitigation
measures against
cyberattacks
consistent with
NIST SP 800-82
standards.*® The
related GAO report
directs owners to
implement MFA for
remote access.%°
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Public Sector

NJIST NIST

National Institute
of Standards and
Technology Issues

SP 800-63 Digital

Identity Guidelines

Lays out levels of authenticator
assurance (AAL1-3) based on
strength of authentication.

SP 800-157 PIV Credentials
Guidelines for public key
infrastructure (PKI) credentials
used for personal identity
verification (PIV) cards.

SP 800-171

MFA required for all users who
access controlled unclassified
information (CUI).

Federal Information
Processing
Standards

201-2 PIV Standard
MFA required to
authenticate users.

140-2 Cryptographic
Modules

Certifiable security levels of
private sector software or

services for use by government.

Defense Federal
Acquisition Regulation
Supplement

Contractors must adhere
to SP 800-171 (which
requires MFA).
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FrR Fedravp

Federal Risk
and Authorization
Management Program

The Federal Risk and
Authorization Management
Program is a US government-
wide program that provides
a standardized approach

to security assessment,
authorization, and continuous
monitoring for cloud products
and services.

Cybersecurity
Maturity Model
Certification

A certification framework based
on DFARS.

Level 3 includes the requirements
of NIST 800-171.

OMB Memos

United States Office
of Management
and Budget

OMB M-19-17

Allows for other strong
authentication as alternatives to
the PIV and CAC for contractors
and citizens.

OMB M-20-19

Allows for other strong authenti-
cation as alternatives to the PIV
and CAC in any use case, par-
ticularly new or remote workers.

OMB M-21-30

Amends EO 14028 to require
a phased integration of NIST
to protect critical software.
Requires use of MFA that is
impersonation-resistant.®"

OMB M-22-09

On January 26, 2022, the Office of
Management and Budget (OMB)
M-22-09 memorandum set forth

a Federal zero trust architecture
(ZTA) strategy, requiring agencies
to use phishing-resistant multi-
factor authentication (MFA)

to reduce the threat from
sophisticated attacks.
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Cybersecurity Frameworks & Audits
NIST, HITRUST, & SOC 2

NIST HITRUST

These frameworks help organizations understand cyber risks and provide organizations with a more tangible
roadmap to comply with the “reasonable” and “appropriate” regulatory standards.

Both NIST and HITRUST frameworks suggest strong authentication, including a multi-factor combination of
something a user owns, knows, and is. A SOC 2 report audits organizations against a number of frameworks
including NIST, HIPAA, PCI DSS, ISO 27001 and ISO 27002. Two-factor authentication is considered a
minimum baseline.5?
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o Modern Strong Authentication to
Authentication (2FA) meet Regulatory Compliance

Combines two factors, typically It's clear that regulatory compliance is not slowing down cybercrime, but rather is an effort to constantly mitigate
ever-evolving risk vectors. In order to do this, authentication is either explicitly or implicitly required by the major
regulations, acts, frameworks, and audits, and many organizations may be ticking the box on security, but they are
leaving the front door open by deploying sub-par authentication solutions. With a high rate of attacks focusing on
credential theft, strong authentication holds the power to drastically reduce the success of cyber attacks.

one of which is a password.

Multi-Factor =
Authentication (MFA) - 5
S @ 2

J o

Combines two or -
all three factors. Something you know Something you have Something you are
Password or PIN A physical device such as a A fingerprint, iris or
phone or authenticator. facial scan

What is Strong Authentication?

1.Strong authentication can include 2FA or MFA. With the right strong authentication solution, and specifically
modern MFA approaches organizations can achieve strong phishing resistance and robustly repel against
credential phishing, man-in-the-middle attacks (MitM) and impersonation.

2.1t does not rely solely on “shared secret” protocols (symmetric keys) at any point. This includes passwords
and recovery questions, as well as all forms of mobile-based authenticators such as OTP, SMS codes, and
push notifications.

Not all authentication Username and :) Basic 2FA: SMS, D YubiKey: strong E]
. password email, mobile authentication
is created equal ]
Username and password, and - Deployed everywhere + Not purpose built for security + Purpose built for security
basic 2FA such as mobile-based * Known usability gaps « Uses existing technology stacks - No network connection, stored
authentication isn’t strong + Costly hard to sustain that are vulnerable to network data, or client software required
authentication because it is highly + Common target for and software attacks * Highly phishing resistant
susceptible to phishing and other credential phishing C C:lmhrlnon target for credential

phishing

remote attacks.
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FIDO2/WebAuthn
passwordless approach

FIDO2 is the newest
(introduced in 2018) FIDO
Alliance specification for
authentication standards,
and WebAuthn is a web-based
API that allows websites to
update their login flow to add
FIDO-based authentication
on supported browsers and
platforms. This is an evolving
security ecosystem that will
make adopting passwordless
easier.

Among the varied authentication protocols, only smart card and modern FIDO U2F and FIDO2/WebAuthn
protocols satisfy the requirements of strong authentication and modern MFA.

While mobile-based authentication is fairly common, they don’t provide the best security or user experience.
Mobile-based authenticators such as OTP, SMS codes, and push notifications are susceptible to malware,
MitM, SIM swapping and account takeovers, and their usage can be impacted by device battery, network/
cellular connections, and broken screens.

On the other hand, hardware security keys are purpose-built for security and are highly phishing resistant and
durable. They require no network connection, store no data, and don’t require any client software to be installed.

Passwordless is the Future

Falling Behind SMS

Getting There

At their core, passwords are insecure—they are hard to remember, easily breached, and require validation
against a server in order to work, opening up yet another avenue for breach. Passwords also require a lot
of IT management and oversight such as enforcing more complex passwords, and then enforcing a change
periodically per the security policies of the organization. With password-related calls to the helpdesk and
downtime, this can all become very costly for the organization, not to mention still leaving it vulnerable to a
breach. Therefore a move to secure passwordless account logins would eliminate much of the costs while
enhancing the user experience.

Passwordless login flows often involve users entering in a PIN. However, unlike passwords that reside on a
server that can be easily breached, a PIN is tied directly to a local device for authentication, but without being
susceptible to remote attack. Also, unlike passwords, PINs don’t need to be changed frequently and can be
used for years. There are many instances of passwordless authentication, including smart cards (such as PIV
and CAC cards) used in the US across the federal government.

FIDO2 is the passwordless evolution of FIDO U2F, a set of specifications around authentication. The overall
objective for FIDO2 is to provide an extended set of functionality to cover additional use-cases, with the main
driver being passwordless login flows.
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The YubiKey 5 Series

From left to right: YubiKey 5 NFC, YubiKey 5C NFC,
YubiKey 5Ci, YubiKey 5C, YubiKey 5 Nano and
YubiKey 5C Nano.

Passwordless is a journey, not an
overnight transition. With the YubiKey,
organizations can implement FIDO2
passwordless, smart card password-
less or a hybrid strategy, depending
on the existing infrastructure and use
cases that need to be addressed.

As the passwordless ecosystem
continues to expand, this transitory
period is what the YubiKey was
designed for. Because the YubiKey
supports the broadest set of security
protocols, enabling a single security
key to work across a wide range of
applications and services, regardless
of where organizations are in their
passwordless journey.

Yubico offers the fastest way to
meet today’s complex compliance
and security requirements, while
accelerating your journey to
passwordless. Take a stand against
cyberattacks and future-proof your
compliance stance with the YubiKey.

Modern Strong Authentication with the YubiKey

Yubico uses modern protocols such as FIDO U2F and FIDO2 open authentication standards to help eliminate
phishing-driven credential-based attacks and satisfy the growing number of regulations that rely on the strict
NIST framework.

The YubiKey is a hardware security key that provides strong phishing-resistant two-factor, multi-factor, and
passwordless authentication at scale, helping organizations be compliant to MFA requirements across various
industry regulations. It is the only solution that is proven to stop 100% of account takeovers in independent research.5?

By supporting multiple authentication protocols on a single YubiKey, such as OTP, OpenPGP, and strong
authentication protocols such as Smart Card, FIDO U2F and FIDO2/WebAuthn, the YubiKey offers
organizations the flexibility to deploy strong authentication using a single key across a variety of legacy and
modern infrastructures.

]

Smart Card/PIV FIDO2 & FIDO U2F One time passcodes
Out-of-the-box native Strong two-factor Integrate Yubico OTP natively
integration for the Microsoft authentication using public with the free YubiCloud
environment using Smart Card/ key crypto to protect against authentication service or
PIV functionality based on the phishing, session hijacking, program unique TOTP or
NIST SP 800-73 specification. man-in-the-middle, and HOTP secrets.

malware attacks.

YubiKeys offer the best of both worlds - the best available security against phishing attacks and account
takeovers, as well as the best user experience. To authenticate, users simply tap/touch their security key to any
kind of device, even modern devices such as mobile phones and tablets. YubiKeys also don’t require batteries,
have no breakable screens, don’t need a cellular connection, and are water-resistant and crush-resistant.

Per the highest security requirements, YubiKey meets FIPS 140-2 certification requirements,

Overall (Certificate #3907) and (Certificate #3914), Physical Security Level 3,
and the highest level of assurance (AAL3) of NIST SP800-63B guidelines.
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A Best Practice Checklist for

Security and Compliance

Embrace zero trust

Treat each access request
as a potential attack and
authenticate the user before
providing access to the network
or any sensitive resource

e

Know your data

Manage your data retention
policy and keep only what
you need for long-term
compliance mandates

=]

Educate, educate,
educate

Combine technology with
employee education to spot
and stop phishing and spear

phishing attacks

4

Design security with
UX in mind

Design for the new
anytime, anywhere, and
any device norm

Put privacy first

Most regulations are moving
toward consumer rights, so
be prepared to meet them

ne

Think long term

Deploy solutions that work
across legacy and modern
infrastructures. They
shouldn’t become obsolete
if existing regulations are
updated, or new regulations
are released
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